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CRITICAL INFRASTRUCTURE:  
ALL TOGETHER NOW

Vertical industries are clubby. 
They tend to band together 
and create industry bodies and 
associations. NERC, FERC, TIA, 
and so on. This is good and 
natural and, in the context of 
security, creates some basis for 
sharing threat intelligence and 
effective practices.

But the real magic word in 
critical infrastructure security 
today is this: Interdependency.
Yes, dependencies are rife 
within individual sectors. The 
power grid is an amalgam 
of interlocked systems and 
companies. Those companies 
have their wires crossed in the 
most literal sense.

But if the power grid goes 
down, it’s not just a power 
company problem. With no 
power, communications take 
a hit. And with delayed or 
unreliable communications, 
effects cascade to other 
industries. And so on.

So these sectors should be 
aware of each other’s relative 

strengths and weaknesses. 
The financial sector is widely 
regarded as taking the lead in 
implementing digital security 
measures – which makes sense, 
as they’ve been hacker targets 
longer than, say, electric utilities. 
But as veteran security journalist 
George V. Hulme reports, 
financial institutions aren’t 
above making costly errors or 
oversights.

Stuxnet was likely the 
watershed discovery that 
awakened slowpokes to the fact 
that Industry Control Systems 
(ICS) are now targets much like 
banks maybe, if not always for 
the same reasons.

Now the threat is more widely 
recognized, but defenders 
must sort out hype from reality, 
creating effective protective 
strategies across these ever-
more-interconnected systems in 
process control manufacturing, 
public and private utilities, 
telcos, financial trading systems, 
and more. 

In this ebook, Hulme canvasses 
CISOs and critical infrastructure 
experts to  help guide the way. l

CRITICAL INFRASTRUCTURE AND CYBERSECURITY:  
KEY ISSUES
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It’s only recent memory 
when the primary line in 
the defense of SCADA 
(Supervisory Control and Data 
Acquisition) systems and ICS 
(Industrial Control Systems) 
was their obscurity. 

These systems that help to run 
the power grid and massive 
chemical and manufacturing 
operations were not well 
understood and ran on obscure 
operating systems and 
protocols.

Security by obscurity was 
also a core tenet the SCADA/
ICS vendors relied upon for 
the security of their gear. 
Most SCADA/ICS security 

researchers 
we’ve 
spoken have 
contended 
that the critical 
infrastructure 
equipment 

makers have depended too heavily 
on the notion that their gear would 
remain on closed and trusted 
networks, not ever to be connected 
to the untamed Internet, and 
therefore not exposed to much 
outside risk.

“For a long time the attitudes 
of the manufacturers reflected 
the attitudes that the software 
developers held about the flaws  
in their software early in the 
previous decade,” says Shawn 
Moyer, partner and chief researcher 
at Atredis Partners. Moyer has  
years of experience researching  
and penetration testing utilities  
and industrial control and  
SCADA systems. 

A number of incidents have changed 
all of that – and especially the 
Stuxnet attack on Iranian nuclear 
centrifuges that became widely 
known in June 2010. 

Fortunately, the change has been 
for the better when it comes to 
the security of the grid and critical 
manufacturing systems. But ICS 
security is still in catch-up mode.

Stuxnet “opened a lot of eyes about 
what was possible,” says Chris 
Sistrunk, a SCADA/ICS security 
expert with Mandiant, and who has 
13 years’ engineering experience in 
the utilities industry. 

“In SCADA/ICS security circles this 
was known as the lost decade. Ten 
years ago when researchers found 
flaws in this equipment, they were 
largely ignored and pushed aside by 
the [equipment] vendors,” Sistrunk 
says. “They didn’t think software 
flaws were a big deal.

“Today they know it’s a big deal,” 
he adds.

Sistrunk says research he’s worked 
on has uncovered known bugs in 
more than 30 implementations of 
equipment involving more than 15 
vendors. That alone shows there 
is much work to be done – the 
price to pay in recovering from that 
lost decade. And, fortunately, the 
industry and government know it.

TEAMING UP
Today, much like software vendors 
a decade ago, the SCADA/ICS 
vendors are taking steps to better 
work with security researchers 
and fix the flaws that they uncover, 
as well as build more secure 
equipment from the start.

Security By Obscurity: 
The “Lost” Decade
BY GEORGE V. HULME

Early this year the Bipartisan 
Policy Center’s (BPC) Electric grid 
Cybersecurity Initiative released its 
set of recommendations on how the 
government and industry can better 
protect the grid from IT attacks. The 
report was written by General (Ret.) 
Michael Hayden, former director 
of the Central Intelligence Agency 
and National Security Agency, 
and Curt Hébert, former chairman 
of the Federal Energy Regulatory 
Commission (FERC).

The Report, Cybersecurity and the 
North American Electric Grid: New 
Policy Approaches to Address an 
Evolving Threat, states that the U.S. 
Department of Homeland Security 
has information showings the 
energy infrastructure is enduring 
attacks that are increasing in both 
number and capabilities. The report 
recommends bolstering existing grid 
security efforts, better coordination 

among all organizations, and  
better response and recovery 
protocols.

A STARTING PLACE
On a practical note, ICS security 
was a point of emphasis at the 
2014 RSA security conference in 
San Francisco. In one session, 
Michael Assante – former CSO  
of American Electric Power and 
also of NERC – and other  
security experts named ICS hacks 
among the top seven attack  
trends for 2014.

Assante noted that one extremely 
common problem could be fixed 
immediately: Companies should 
stop accidentally bridging the gap 
from enterprise networks to ICS 
networks by using Active Directory 
across both. Hackers who breach 
the enterprise side then dig into 
Active Directory finding legitimate 
identities and login credentials that 
also work on the ICS side. 

“We’re making it too easy 
for them,” Assante told RSA 
attendees.l

“Ten years ago when researchers 
found flaws in this equipment, they 
were largely ignored and pushed 
aside by the [equipment] vendors.”
CHRIS SISTRUNK, MANDIANT
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It’s no secret that the power 
grid is a juicy target for our 
adversaries. And while the grid 
is believed to be resilient from 
widespread outages caused by 
cyber attacks, no one knows 
for sure. 

Smart grid ups the ante. It 
uses new technology and 
new protocols to  provide 
two-way communications 
throughout the power grid, 
increasing the potential harm 
from politically motivated 
attacks, in addition to the 
possibility of introducing new 
vulnerabilities.

“Considering that energy 
utilities play an increasingly 
important role in our daily 
life, smart-grid technology 
introduces new security 
challenges that must be 
addressed,” wrote Xinxin 
Fang and Guang Gong, 
authors of the paper 
“Security Challenges 
in Smart-Grid Metering 
and Control Systems” in 
Technology Innovation 
Management Review. 
“Deploying a smart grid 
without adequate security 
might result in serious 
consequences such as grid 
instability, utility fraud, and 
loss of user information and 
energy-consumption data.”

Research into vulnerabilities 

in new smart grid 
technologies will 
be an ongoing 
task, since those 
technologies 
themselves (and 
all “Internet of 

Things” protocols) will continue to 
develop rapidly over the next few 
years. But what steps do utilities 
need to take to ensure they’re 
secure, or to improve their security 

in the meantime? Most experts say 
there is still a to-do list for many 
electric utilities to sharpen up on 
their information security basics.

CONFIGURATION ANDCHANGE 
MANAGEMENT
“I think change management is 
key,” says Jack Whitsitt, principle 

Will The Smart Grid 
Be Security-Smart?  
BY GEORGE V. HULME

continued on page 13

foothold in the target network (like 
convincing users to click on links 
to sites that download malware). 
The malware uses various 
techniques to hide its presence, 
and it seeks out valuable data. 
Hackers then develop custom 
code specifically to exploit the 
vulnerabilities found and steal 
the data. There’s no known 
attack “signature” that traditional 
security tools and experts can 
look for, so businesses need a 
new kind of security tool that 
collects vast amounts of data 
from log files and other sources 
throughout the network and 
correlates them to spot unusual 
activity.

Fortunately, we’re learning how 
to do just that. Using techniques 
gleaned from Big Data, 
security information and event 
management (SIEM) solutions can 
correlate security events with data 
from diverse sources. And they 
can compare activity to historical 
norms to spot suspect activity. 
For example, malware that steals 
data must ultimately “exfiltrate” 
it to their servers. But while 
most legitimate users accessing 
web sites may download great 
volumes of data, they tend to 
upload only small amounts. 
So security tools that can spot 
data uploads and compare it to 
the historical behavior of the 
user associated with the upload 
can identify suspect activity 
warranting investigation. HP 
ArcSight, a SIEM solution from 
HP Enterprise Security, can even 
incorporate data characterizing the 
“reputation” of external Internet 
sites, so when a user or software 
in your network connects to a 
known bad site, you get notified 
before the worst damage is done.

HP ArcSight provides proactive 
analytics that helps customers 
reduce security incidents by up 
to 55% and reduce the number 
of events that require handling 
and the time to handle them by 
up to 90%. That’s a trend worth 
following. Contact us to learn 
more. l 

ADVANCED ATTACKS STRAIN 
TRADITIONAL DEFENSES
If there’s a trend to watch in the 
security realm, it’s that the bad 
guys are getting smarter, more 
skillful and more determined. 
According to the Ponemon Institute, 
the incidence of successful cyber 
attacks has more than doubled in 
the past three years. The growth 
of cloud computing and mobility 
has strained existing security 
systems and created a need for 
more intelligent security monitoring 
solutions.

This is especially apparent in 
the case of advanced persistent 
threats (APTs). Once believed to be 
largely directed at government and 
defense systems, APTs now target 
businesses like Target and Neiman 
Marcus. And victims are not limited 
to huge retailers, the FBI reports 
most of the attacks it investigates 
occur in small- to medium-sized 
businesses.

That hackers can develop malware 
to infect systems and steal 
customer data and intellectual 
property is nothing new. But many 
of these recent attacks have a 
new twist: they use sophisticated 
techniques to escape detection by 
traditional anti-virus software. Some 
of the malware used in the attacks 
has the ability to update itself 
remotely, thereby disguising itself 
to avoid detection. And many of 
today’s APTs are custom designed 
to infiltrate the business. 

A typical attack uses social 
engineering techniques to gain a 

Trends in Enterprise Security—
Keeping Up with the Bad Guys
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“Change management has to be an integral 
part of the security team’s operations.”
JACK WHITSITT, ENERGY SECTOR SECURITY CONSORTIUM 

According to the 
Ponemon Institute, the 
incidence of successful 
cyber attacks has 
more than doubled in 
the past three years. 
The growth of cloud 
computing and mobility 
has strained existing 
security systems 
and created a need 
for more intelligent 
security monitoring 
solutions.

http://www.FierceITSecurity.com
http://www.hpenterprisesecurity.com/register/contact-hp-esp-ponemon
http://www.fiercehealthit.com


FierceITSecurity.com

7 MARCH 2014 8MARCH 2014

FierceITSecurity

When talking financial 
industry security, what first 
comes to mind is fraud or 
stolen bank and credit card 
numbers – but what if the very 
infrastructure of the financial 
system came under attack?

So far, fortunately, such 
Hollywood-style attacks have 
yet to unfold. There  have 
been claims that attackers had 
infiltrated the trading platform 
networks, but these claims 
have not been substantiated. 

However, significant distributed 
denial-of-service attacks have 
been launched against many 
U.S. banks – including Bank 
of America, Chase, Citibank, 
Wells Fargo, and others - by 
overseas hackers or hacktivists. 
At one point, Internet-
performance company Keynote 
Systems said 15 large U.S. 
banks were knocked offline for 
about 249 hours over a period 
of weeks.

At the time, Lynn 
Price, IBM security strategist 
for the financial sector, said the 
attacks against the financial 
sector are rapidly evolving and 
that attackers are constantly 
changing their strategy 
and tactics, and have been 
growing in their capacity and 
sophistication to hit various 
layers of the IT stack, from low 
level networks on up through 

the application layer. “They’re 
getting better and better all of 
the time,” Price said.

So are the defenses in the 
financial sector, and they’re 
rightly considered one of the 

leading industries when it comes to 
cybersecurity.

But they’re still not above seemingly 
careless mistakes. In a report 
prepared by the minority staff 
of the Homeland Security and 
Governmental Affairs Committee, 
even the watchdog of the industry 
has made its share of security 
slips. According to its findings, 
the Securities and Exchange 
Commission routinely exposed 
sensitive data about the computer 

networks supporting the New York 
Stock Exchange, including that 
exchange’s cybersecurity efforts. 
“The information the SEC exposed 
reportedly could be extremely useful 
to a hacker or terrorist who wanted 
to penetrate the market’s defenses 
and attack its systems,” the report 
stated.

EXERCISE, EXERCISE, EXERCISE
Fortunately, the financial industry 
isn’t standing still when it comes to 
cybersecurity. Its most recent effort, 
the Quantum Dawn 2 exercise, 
conducted last summer, tested the 
resilience of the financial sector. 
According to a report published last 

Take The Money 
And Run  
BY GEORGE V. HULME

If you want better security,  
think like a bad guy.
Get to threats before they get to you. Today a global threat marketplace collaborates and 
innovates to attack our organizations 24/7. It’s time to think like a bad guy. HP draws on 
decades of security experience to take the fight to adversaries before they attack. We can 
help you predict and disrupt threats so they don’t become headlines—using insights from 
big data. And with HP Security Research, we are gathering and sharing intelligence to keep 
your business safe to innovate 24/7. Better security. See how it leads to a better enterprise. 
Visit hp.com/go/security

© 2014 Hewlett-Packard Development Company, L.P.

“Attackers are constantly changing their strategy and 
tactics, and have been growing in their capacity and 
sophistication to hit various layers of the IT stack. ”  

continued on page 14
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If the power grids are the 
linchpin of civilization, then 
the telecom networks are the 
linchpin of incident response. 
Telecommunication networks 
have a mixed record, in some 
ways they’re among, if not 
the, most resilient networks 
ever made. In other aspects, 
oftentimes when there is a 
disaster or incident of some 
kind, local networks are 
stressed and public lines 

of communication 
become unavailable 
under the load – a 
type of unintended 
denial-of-service attack. 
While we’ve not seen 
a large, successful 

and disruptive cyberattack launched 
against the telecommunications 
network, the threats against the 
communication infrastructure are  
very real.
 
“Our networks, and those of our 
customers, are the targets of 
thousands of cybersecurity events 
daily, from simple port scans probing 
network defenses to sophisticated 
attacks,” said David Mahon, VP and 
chief security officer, CenturyLink, 

Inc. before the Subcommittee 
on Communications and the 
Internet Committee on Energy and 
Commerce in the U.S. House of 
Representatives.
 
Mahon, and others in the industry, 
contend that public and private 
information sharing is critical to 
successfully fending those attacks. 
Mahon testified that with the 
appropriate safeguards, industry 
and government can share cyber 
threat information. And, like many, 
would like to see the make it 
possible to share more government 
classified information with industry 
and security providers so that 
they can better defend the critical 
infrastructure.

 
The telecommunication sector, as 
does each industry in the critical 
infrastructure, conducts periodic 
risk assessments to quantify where 
their greatest risks stand, and 
what needs to be done to close 
any gaps. “The communication 
sector has performed two of these 
assessments so far, and both of 
them found, in terms of a coast 
to coast problem, there is, short 
of a nuclear warfare or an asteroid 
strike, an infinitesimally small 
risk of the network going down,” 
Marcus Sachs, vice president, 
National Security Policy at Verizon 
Communications contends. “The 
national networks don’t go down,” 
he says.

That doesn’t mean that there isn’t 
good cause for concern. 

For instance, uncertainties, in how 
well lines of communication work 
for first responders during a natural 
disaster, or even a cyberattack, 
remain. Physical events are 

Telecom: A Costly 
Disconnect  
BY GEORGE V. HULME

local, not national, so the local 
communications capacity matters 
more than coast-to-coast availability 
in such an event. And should nation-
state or terrorist hostilities aim at 
the U.S., a real concern exists that 
they’d target the first responder lines 
of communication to hinder their 
efforts.

Still, there’s much resiliency and 
redundancy in those systems, those 
in the telecom industry maintain. 
“Your 911 call centers, sheriffs 
departments, even utilities and other 
pseudo- public organizations have 
a lot of redundancy built into their 
communication response capability,” 
says Sachs. “Even a growing 
number schools and buildings and 
communities are all embracing this 
concept of redundancy,” he says.
 

While most agree that widespread, 
long-term outages due to a 
cyber attack are unlikely, there 
is still growing concern as the 
telecommunication network 
grows more complex. Increasingly, 
telecommunications is routing 
through IP networks, which makes 
IT network style denial-of-service 
and network protocol and domain 
name attacks more likely. And there’s 
always the risk of physical attacks 
on switches and satellite dishes. 
And the long-term work to improve 
communications resiliency continues, 
during the House Committee Hearing, 

Cyber Incident Response: Bridging 
the Gap Between Cybersecurity and 
Emergency Management, last fall 
National Protection and Programs 
Directorate, Office of Cybersecurity 
and Communications Acting Assistant 
Secretary Roberta Stempfley testified 
how the Department of Homeland 
Security is continuing efforts  
to improve telecommunication 
security for emergency responders 
through denial-of-service attack 
mitigation, improved planning and 
coordination, and further leveraging 
Multi-State Information Sharing and 
Analysis Centers.l

Increasingly, telecommunications is routing through IP 
networks, which makes IT network style denial-of-service and 
network protocol and domain name attacks more likely.

http://www.FierceITSecurity.com
http://www.fiercehealthit.com


FierceITSecurity.com

1211 MARCH 2014 MARCH 2014

FierceITSecurity

When most people think 
about the security of the 
power grid, they think  
digital attacks, sophisticated 
Stuxnet-like malware, and 
well-funded nation-state or 
terrorist backed hackers. Still, 
fundamentally, it remains a 
physical grid dependent on a 
physical infrastructure – and  
it always will. 

The shooting at a PG&E substation 
and the cutting of fiber optic cables 
in San Jose, CA that disrupted 911 
services proved a chilling reminder 
just how much the resiliency of the 
grid depends on physical security – 
and how vulnerable this underbelly 
can be.

“It’s a violent planet. We see more 
disruption and damage from nature 
on the critical infrastructure than 

we do from cyberattacks. Whether 
it’s from hurricanes, earthquakes, 
squirrels, downed trees, physical 
attacks, and sharks biting cables,” 
says Marcus Sachs, vice president, 
national security policy at Verizon 
Communications. 

This dependence on physical 
security is something many IT 
professionals protecting the critical 
infrastructure tend to overlook. One 
way they do so is through the over-
dependence – and over-confidence 
- on airgaps.  

“Whenever we talk to people, and 
they take the position that all their 
systems are isolated, but they’re 

Living In An (Un-Secured) 
Physical World  
BY GEORGE V. HULME

not taking into account that these 
systems have connectivity to both 
the physical and the IT devices,” 
explains Nathan Keltner, well-
known for his research related to 
reversing proprietary smart grid 
radio frequency systems. Keltner 
is partner and ‘chief hacker’ at the 
security research and services firm 
Atredis Partners. 

“While an attacker may not  
connect directly to the wind 
turbine, the can connect to the 
machine that talks directly to the 
wind turbines,” he says.

What has happened, over time, 
is these physical systems have 
all been connected to standard IP 
networks, typically for monitoring, 
reporting, and remote support. 
“Now, rather than an air-gapped 
redline between critical systems 
and IT systems, it’s more of a 
purple line, as everything gets IP 
enabled to some degree,” says 
Shawn Moyer, partner and chief 
researcher at Atredis. 

“We find that people don’t 
realize they broke down their (air 
gapped) walls, and they also fail 
to understand how much further 
they’ve walked away from the air 
gapped systems that they imagine 
are in place,” says Moyer. 

Both Moyer and Keltner explain 
how that dissonance is enforced 
by the nature and the scope 
of traditional penetration tests 
contracted by those in the critical 
infrastructure. “If it were up to me, 
I’d show them how their physical 
placement of networking and other 
equipment places the plant at risk. 
We’d crawl up the pole, and we’ll 
shut the plant down, and we’ll 

show them that it’s possible. But 
of course, during actual penetration 
assessments, we can’t touch any of 
that stuff,” Moyer says. 

“But attackers don’t play by those 
rules. They’d just jam signals and 
cut cables,” he says.

This dependency suggests that 
those organizations still behind 
the curve must create formal and 
interconnected Enterprise Risk 
Management programs or some 
other mechanism for sharing and 
prioritizing threat information  
and controls.l

“I’d show them how their physical placement 
of networking and other equipment 
places the plant at risk. We’d crawl up 
the pole, and we’ll shut the plant down, 
and we’ll show them that it’s possible.”
SHAWN MOYER, ATREIDIS PARTNERS

http://www.FierceITSecurity.com
http://www.fiercehealthit.com


FierceITSecurity.com

1413 MARCH 2014 MARCH 2014

FierceITSecurity

analyst at the Energy Sector 
Security Consortium. “It has to 
be an integral part of the security 
team’s operations. Because the bad 
guys have essentially unlimited time 
and stealth to find our weaknesses, 
and it is the gaps between what we 
think we have done to secure our 
systems and what we’ve actually 
done that they exploit,” says 
Whitsitt.

That’s more true for utilities than 
many other industries because there 

are so many different organizations 
managing the systems, from 
vendors and service providers to 
operations and security teams. 
Interconnections with other utilities 
also create joint management and 
operations of some facilities. 

“It creates a very clear need for 
visibility into the configuration 
of systems and the day-to-day 
changes, because you can’t secure 
something unless you have a good 
handle on managing change and 
good self-awareness,” he says.

The other measure Whitsitt 

suggests utilities take into account 
is more tightly coupled integration 
with operations and security teams. 
“Your operations people should 
know to look for suspicious behavior 
and have the ability to communicate 
across the organizations,” he says.

ACCESS CONTROL AND INCIDENT 
DETECTION
Chris Sistrunk, a SCADA/ICS 
security expert with Mandiant, 
agrees that change management is 
essential, even more so when new 
systems are being deployed. He also 
adds that it’s important that other 
basics be covered as well, such as 
good monitoring of system access, 
strong authentication, and the ability 
to swiftly investigate and respond 
should a suspected attack be under 
way.

It’s also important not to try to 
secure everything the same way, 
Sistrunk explains. “You can’t try to 
secure everything to a very high 
degree all of the time. So it mainly 
comes down to knowing what it is 
that you really need to protect. What 
are essential to operations? Prioritize 
those things and work your way out 
from there,” he says.

ASSESSMENTS, SEGMANTATION, 
AWARENESS
Other measures security experts  
say include performing regular 
security assessments, make sure 
systems that are supposed to be 
segmented are, and train end users 
to be security aware. 

“We all know the stories of large 
companies becoming breached 
because of something as simple 
as a well-crafted phishing e-mail,” 
Sistrunk says. “That sort of thing isn’t 
rare. It’s happening every day.”l

fall by the Securities Industry and 
Financial Markets Association 
(SIFMA,) Quantum Dawn 2 (QD2) 
spanned six hours and simulated 
multiple trading days.

During the simulation exercise, 
using stolen credentials, QD2 
created an automatic sell-off 
in target stocks, introduced 
counterfeit telecom equipment 
as a diversion, issued fake press 
releases, attacked government 
websites, corrupted source code, 
and unleashes a virus that aimed 
to degrade post-trade processing. 
More than 500 employees in the 
financial services industry and 50 
organizations participated. 

While not much in detail on the 
results were made public, a brief 
report published by Deloitte and 
SIFMA recommended improved 
sector-wide incident command 
and response processes, more 
precise measurement of risk 
across the sector, and further 
improvements in information 
sharing. Overall, SIFMA 
concluded that the sector 
performed well under the 
simulation.

While large financial institutions 
may be doing more to prepare, 
Bart Hopper, information security 
analyst at Volunteer Corporate 
Credit Union, says much more 
could be done at with smaller 
credit unions and community banks 
when it comes to IT security. 
“They’re often not aware of the 
risks, or don’t think they’ll be 
targeted,” Hopper says. And while, 
he adds, their margins may be 

tight, they still need to prepare for 
attacks as well, including improving 
incident response, vulnerability 
management, and awareness. 

“They’re just as much a target as 
anyone else in the industry,” he 
says. “And they certainly can be a 
target of opportunity.”l

“What systems are essential to 
operations? Prioritize those things and 
work your way out from there.”
CHRIS SISTRUNK, MANDIANT

Will The Smart Grid Be Security 
Smart? [continued]

Take The Money And Run 
[continued]

A report published by Deloitte and SIFMA recommended 
improved sector-wide incident command and response 
processes, more precise measurement of risk across the 
sector, and further improvements in information sharing.
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